New Jersey State Legislature
Office of Legislative Services
Office of the State Auditor

Department of the Treasury

Office of Telecommunications and
Information Systems

Division of Taxation’s Computer Systems
(TAXNET)

October 1, 1997 to June 9, 1998

Richard L. Fair
State Auditor



LEGISLATIVE
SERVICESCOMMISSION

SENATOR
DONALDT.DiFRANCESCO
Chairman

ASSEMBLYMAN
JACK COLLINS
Vice-Chairman

SENATE

BYRONM.BAER
JOHN O.BENNETT
GERALDCARDINALE
RICHARD J.CODEY
WYNONA M. LIPMAN
ROBERTE.LITTELL
JOHN A.LYNCH

GENERAL ASSEMBLY

JOSEPH CHARLES, JR.
PAUL DIGAETANO
JOSEPHV.DORIA, JR.
NICHOLASR.FELICE
NIAH.GILL
LEONARD LANCE
LORETTAWEINBERG

New Jersey State Leglslature

OFFICE OF LEGISLATIVE SERVICES
OFFICE OF THE STATE AUDITOR
125 SOUTH WARREN STREET
PO BOX 067
TRENTON NJ 08625-0067

ALBERT PORRONI
Executive Director
(609) 292-4625

TheHonorable Christine Todd Whitman

Governor of New Jersey

TheHonorableDonald T. DiFrancesco

President of the Senate

TheHonorable Jack Collins
Speaker of the General Assembly

Mr. Albert Porroni
ExecutiveDirector

Officeof Legidative Services

RICHARD L. FAIR
Sate Auditor
(609) 292-3700

FAX (609) 633-0834

Enclosedisour report ontheaudit of the Division of Taxation’sComputer Systems(TAXNET) for the

period October 1, 1997 to June 9, 1998.
Telecommunicationsand | nformation Systemswithinthe Department of the Treasury.

If you would like apersonal briefing, please call me at (609) 292-3700.

Richard L. Fair
State Auditor
July 17, 1998

The systems are operated by the Office of



DEPARTMENT OF THE TREASURY
OFFICE OF TELECOMMUNICATIONS AND INFORMATION SYSTEMS
DIVISION OF TAXATION'SCOMPUTER SYSTEMS (TAXNET)

Table of Contents

Page
SCOPE .ot 1
Objectives . ........... ... . . 2
Methodology . ......... ... . i 2
CoNncCluSIONS . . ..o 2
Findings and Recommendations
System Security

System ACCESS . ...t 3

System Monitoring .. . ... 3

User Authorization .......................... 4

Operational Continuity . ...................... 5




DEPARTMENT OF THE TREASURY
OFFICE OF TELECOMMUNICATIONS AND INFORMATION SYSTEMS
DIVISION OF TAXATION'SCOMPUTER SYSTEMS (TAXNET)

Scope

Department of the Treasury
Office of Telecommunications and Information Systems
Division of Taxation’s Computer Systems (TAXNET)

We have completed an audit of the Division of Taxa-
tion’s Computer Systems (TAXNET) for the period
October 1, 1997 to June 9, 1998. Our audit evaluated
application controlsand general controlsover opera-
tional continuity and year 2000 readinessinvolvedin
the processing of taxation data.

TAXNET isacompilation of mainframedatasystems
developed duringthe 1980's. The premisebehindthe
various componentswasto devel op anintegrated tax
administration environment. The most significant
componentsareasfollows:

. Taxation Unremitted Liability Inventory
Plotting System (TULIPS). TULIPS is the
division’s case tracking system. It isused to
providecaseworkerswithaconsolidated view
of taxpayer liabilities, generatetaxpayer notifi-
cations, and providemanagement withvarious
activity reports. TULIPS interfaces with the
other componentsof TAXNET and providesa
consolidation of taxpayer information.

. Generic Tax Systems (GENTS). GENTS
containsthedetail return and monetary trans-
action information for each tax. GENTS
provides for on-line, real-time updates. The
system is used to perform batch and transac-
tion edit corrections, as well as generating
billing notifications.

. Taxpayer Registration System (TAXREG).
TAXREG was devel oped to replace the Uni-
fied Taxpayer File for businesses and Tax-
payer Gross Income for individuals.
TAXREG is used to generate the mailing of
tax returnsbased upontax eligibilities, identify
taxpayers that have not filed returns, and
provide address information for the division
mailings.
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Objectives

Methodol ogy

Conclusions

The objectivesof our audit were to determine the
adequacy of application controls and certain general
controlsinplacerel ated to asset safeguarding, taxpayer
dataprocessing, and accessto system data.

Thisaudit was conducted pursuant to the State Audi-
tor’ sresponsibilitiesassetforthinArticleVII, Section
1, Paragraph 6 of the State Constitution and Title 52
of the New Jersey Statutes.

Our audit was conducted i n accordance with Gover n-
ment Auditing Standards issued by the Comptroller
General of theUnited States. Additional guidancefor
theconduct of theaudit wasprovided by Assessing the
Reliability of Computer-Processed Data issued by the
United States General Accounting Officeand Auditing
Computer Applicationsissued by Auerbach.

In preparation for our testing, we studied system user,
operation, andfacility guides, circular letterspromul -
gated by the State Comptroller, and policies of the
Division of Taxation. Provisionsthat we considered
significant were documented and compliance with
those requirements was verified by interview and
observation and through our sampling of system
transactions.

A nonstatistical sampling approach was used. Our
samplesof accessprivilegesweredesignedtoprovide
conclusionsabout the security of thedataandinternal
control attributes.

Our audit disclosed that controlsinplacerel ated tothe
computer processing of taxpayer data, accessto system
data, and the safeguarding of assetsare adequate. In
making this determination, we noted certain internal

control weaknessesmeriting management’ sattention.
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mprovements to cur-

rent internal controls
can reduce the risk of
unauthorized transac-
tions or access.

Recommendation

Auditee’s Response

System Security

SYSTEM ACCESS

Thecurrent authorization processused togrant access
for TAXNET applications dictates that the section
supervisorsobtainaccessthroughthe Officeof Techni-
cal Support (OTS). The OTS procedures do not
requireareview todetermineif conflictsexist between
users privilegesandtheir official responsibilities. We
notedindividualswhosedutiesrequirethemtoreceive
cash paymentsand who havesystem privilegesallow-
ing the adjustment of account balances for which the
cashwasreceived.

Thefinal responsibility for determining what accessis
grantedtowhomrestswiththesupervisors. However,
the requesting individual may not be aware or disre-
gards that the specific access requested creates a
possibleconflict.

Werecommend that the division institute procedures
requiring the supervisors to review the requested
access to TAXNET applications and the users’ job
functions to determine whether conflicts exist, and
certify theaccessisappropriate.

TheDivision hasmodified the procedurefor request-
ing system access. A standardized form has been
established, requiring that the supervisor sign the
request verifying that the request has been reviewed
and is appropriate. The form will be available for
distribution and thenew methodimplemented August
1, 1998.

e gh A

SYSTEM MONITORING

OTSproceduresdo not requiretheperiodic monitoring
of ACF2logonviolations. Theunitreceivesdaily on-
linereportswhichdetail all failedlogon attempts. The
data is voluminous and may account for the lack of
review. Good security proceduresrequirethat viola-
tion reportsbereviewed. Eventhoughlogonfailures
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Recommendation

Auditee’s Response

Recommendation

pose no threat to system data, repeated failures may
indicateunauthorized attempts.

Werecommend that OT S enact proceduresto resume
thesystematicreview of ACF2logonviolations.

Whilethisreportisnot considered aproductiveindica-
tor of attempted security breaches, analysis of the
structure of the logon violation report is currently
underway. Changes will be developed which will
make periodicreview of thisreport feasible. System-
atic review will commence as modifications to this
report arecompl eted.

e gh A

USER AUTHORIZATION

The GENTS User Authorization File contains the
security entriesthat determineauser’ ssystem access
privilegeswithintheapplication. Our review disclosed
that six individuals in OTS have the authority to
update user security profiles, includingtheir own. One
of theseindividual sa so performstransaction editsand
updates on the GENTS system. Thiscould alow the
processing of improper transactions with a reduced
probability of detection.

As a result of discussons with management, the
number of employeeswithin OT Sthat havetheability
to grant update authority for GENTS conversations
throughthe User Authorization Filehasbeenreduced
totwo.

Werecommend that, inadditionto theabovemodifica-
tions, the divison devise policies and procedures
[imiting thenumber of individual swiththishighlevel
of authority. Thepolicy should statethat, assituations
arise requiring additional employees to have this
authority level, it should be for alimited time only.
The ability to modify authorization privilegeswithin
theapplicationshould alsobelimitedtothoseindivid-
ualswho cannot al so performonlinetransactions.
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Auditee’s Response

OTIS needs to test
its disaster recov-
ery plan to assure con-
tinued processing in the
event of a disaster at its
data center.

Recommendation

As detailed in the audit report, the ability to grant
update authority for GENTS conversations has been
reduced to two individuals. The policy within OTS
now limitsthenumber of employeeswiththisaccessto
two, with any requested exceptions require to be
submitted for approval to the Chief, Office of Techni-
cal Support. This written request must include the
justification for the access as well as the intended
duration. Inaddition, any employeewiththeability to
assignor modify user authorization privilegeswill not
beauthorizedto performon-linetransactions.

Thank you for the opportunity to respond and include
our commentswith your audit report.

e gh A

Operational Continuity

The Office of Telecommunicationsand Information
Systems (OTIS) Technical Service Standardization
Plan states that a disaster recovery plan must be
exercised at each OTISdatacenter at |east onceayear
toensurethat it will infact satisfy asite’ sprocessing
requirements. The functions of such tests are to
determinetheability torecover key processing compo-
nents based on a documented set of instructions and
assure that the measuresin place will in fact enable
recovery. OTIShasnot performed atest of itsdisaster
recovery plan for the TAXNET applications. One of
the primary causes of this is the lack of sufficient
resources. Thisconditionwasnotedinour prior report
on the River Road and Barrack Street Data Centers.
The processing of tax revenues would be serioudy
hampered if the TAXNET applications were not
operational.

We recommend management provide the necessary
capacity toallow for thetesting of thedisaster recovery
plan for TAXNET applications in compliance with
their Technical Service Standardization Plan.

e gh A
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